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Target Audience for this Document

This document is intended for video content analysis system developers wishing to integrate with
Milestone XProtect Analytics. The content of this document is not relevant for regular surveillance
system users.
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Copyright, Trademarks and Important
Information

Copyright

© 2011 Milestone Systems A/S.

Trademarks

XProtect is a registered trademark of Milestone Systems A/S.
Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer

This document is intended for general information purposes only, and due care has been taken in
its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should
be construed as constituting any kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior notification.
All names of people and organizations used in this document's examples are fictitious. Any

resemblance to any actual organization or person, living or dead, is purely coincidental and
unintended.
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Introduction

Video content analysis—VCA—has over the couple of years matured from research projects at labs
and universities into products that can add substantial help to companies in their day-to-day
surveillance tasks.

Currently, completely omitting the human monitoring part is not really realistic since most systems
rely heavily on having a human to validate the results produced from the VCA systems. However,
the VCA systems make it lot easier to secure large areas since the software is far better on keeping
an eye on the details than a human would be after only a very short amount of time.

The functionality of the VCA systems spans from face recognition over advanced motion detection
to complex behavioral analysis, where various types of abnormal behavior both of humans and
vehicles can be detected.

Currently, there are roughly 30 important players within the area of delivering VCA systems. This
number keeps growing, and the increased competition will keep improving the functionality and
performance of the systems.

False Alarms

One of the messages we often hear from the market in relation to the use of VCA systems is the
problem referred to as false positives. False positives are situations where the VCA system reports
some kind of observed behavior or motion, but where the reports turn out to be caused by
different types of distortions in the input video or observed scenery, and are insignificant seen from
a security perspective.

In certain cases up to several thousand false alarms are reported during a day, which surely
devaluates not only the functionality and success of the concrete installations, but also the
reputation and general perception of the whole area within digital video analysis.

One could of course argue that such high numbers of false alarms are results of bad system
decisions and poor configuration, and that may to some extent be true in many cases. However,
this is the reality for many customers and users, so—regardless of the reason behind the problem—
users will end up with a system that really does not solve their problem.

XProtect Analytics 2.2

One of the cornerstones in the Milestone surveillance product suite has always been the openness
and flexibility that allows for the customer to use more or less any IP camera he wants. Replacing
one camera with another—possibly even from a different manufacturer—should be an easy task.

The same basic idea can be applied to the Milestone XProtect Analytics 2.2 (XPA 2.2) framework.
Milestone XProtect Analytics 2.2 is an open, plugin-based platform in which VCA systems can be
integrated and hook in their functionality to Milestone.

Multiple VCA systems can co-exist at the same time within the same framework, and may even
work together to create an optimal solution for a given customer in a given situation.

The framework is an add-on product, and it builds on top of several of the existing Milestone
components:

e Milestone Surveillance Server (XProtect Enterprise or XProtect Corporate)
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e Milestone XProtect Transact
e Milestone XProtect Smart Client

In the following, we describe the architecture and data flow of the framework. We will also present

how to integrate analytics functionality and get alerts into the Milestone Smart Client through the
common Milestone Alert Data format and the Generic VA Interface plugin.
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Architecture and Data Flow

The overall architecture is as follows: for each concrete VCA system, a driver is developed which
acts as the glue between the analytics system and the Milestone analytics framework. This driver
must implement a certain interface, and can thereby be plugged into the analytics server, which is
responsible for loading the plugin at runtime.
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Milestone XPA 2.2 overall architecture and dataflow. Drivers, analog to the video camera drivers, connect the
underlying VCA systems with the analytics server. For a larger version of the illustration, see Appendix A.

The plugin is completely responsible for controlling the communication with the underlying
analytics system, and is the only runtime component in which vendor specific information is
implemented.

In general, VCA systems are distributed in one of the following ways:

e As a complete, standalone server system (server-based)
e As a library which must be built into software (library-based)
e As part of the firmware on the device (edge-based)

Some systems have analytics put on both the edge and on the server, where a pre-processing is
done on the camera and the server handles the core part of the processing. However, in this
context, the server would still be our point of entry, and the analytics framework would not do
anything about the pre-processing on the edge.

In the above figure, the three different types of analytics are denoted by the X, Y and Z. In version

2.2 of the analytics framework, only real-time alerts are handled. This means that metadata in
general is not collected and stored. This will be handled in later versions.
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The overall data flow of the framework is as follows: the underlying analytics systems detects a
predefined behavior, which is configured by setting up rules, and sends out an alert notification to
its surroundings in a format specific to the vendor. Through configuration, the analytics driver is
set up to catch the alerts.

All caught alerts are transformed into a common format defined by Milestone, namely the Milestone
Alert Data (MAD) format, and stored in a common database. A plugin has been developed for the
Smart Client, which pulls the alert information from the database and displays it. By switching to
browse mode in the Smart Client, users can browse through recorded alerts, and for each alert see
a marked up image of the alert situation.
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To view the video clip that corresponds to the alert situation, the standard playback functionality in
the Smart Client can be used.

The Common Alert Format (MAD)

The common alert format is a very essential part of the analytics framework. All alerts, regardless
of the actual vendor-specific system they originally came from, are stored side-by-side in the same
database and can be displayed in the same user interface control since the format of data is known
to the system.

The alert format has been elaborated based on alert samples collected from a wide range of VCA

vendors, and the intention with the format is that it supports all the common fields that usually are
stored in alerts. Having this “super-format,” it will be possible to convert any alert from any system
into this. Since we do not wish to throw away data, we have designed a special place-holder where
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the original alert XML can be stored. In the future, if vendors would like to create their own
interface, special and highly vendor-related information can still be pulled out.

Surely, there are various attempts to create industry standards for this particular purpose, and one
could argue in favor of using such industry standards instead of creating our own. Furthermore,
there are several companies pushing out their version of the alert format. However, as long as all
companies do not agree on using one common format for handling real time alert information and
analytics data in general, the Milestone Alert Data is a very pragmatic way of handling and
eliminating the differences between the VCA systems and their formats respectively.

The MAD-format is XML based, like most of the existing alert formats, and is defined by the XSD
(XML Schema Definition) file Alert.xsd that can be found in the Xsd folder in the distribution. The
following figure shows the structure of the alert format in a more visual way:
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Alert API

To create MAD-formatted alerts, we have implemented a .NET-based API where alerts can be
created programmatically. The key-advantage gained by using the API instead of just building the
XML as concatenation of substring is of course to guarantee the integrity and validity of the XML.
All the relevant classes in the API have support for COM interfaces which means that the API can
be used from native C++ code as well. In the samples folder, a Visual Studio 2005 project
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demonstrates how to use the Alert API from C# code. The following XML snippet is an example of
an alert:

For a detailed description of the alert format, please refer to the Xsd file and the Alert API
reference guide found in the doc (documentation) folder.
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Integration through Generic VA
Interface

As mentioned previously in the document, the communication between the analytics framework
and the underlying VCA system is done through a driver which is implemented specifically for that
vendor. However, there is another way of delivering alerts into the system, and that is through the
Generic VA Interface.

The Generic VA Interface is essentially a driver, implemented as a “proxy” through which alerts are
passed to the alert database. It listens on a specific port on the network (configured by the user),
and if data arrives and has the correct MAD format, it will be serialized directly into the alert
database. Using the Generic VA Interface, the only thing required in order for VCA system vendors
to deliver their alerts, is to do the alert transformation themselves and send the transformed alert
to the generic driver. The generic driver will validate the data, and if the data is correctly
formatted, the data will show up in the Smart Client.

Configuring the Generic VA Interface

The generic driver is configured similarly to the other existing integrations. Using an administration
user interface, a configuration is created. The configuration can then be loaded when the server
starts the plugin.
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P Fle Edt Corfiguration  Tools  Help
PH A O BX [ E eI
=5 Servers Carnection
] hitp:/localhost 31/ Mame:
=77 Cormection Genercva Active
@ Genenciid, R
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PositiveList hitp: #flocalhost: 81/ -
Port:
9399 @[] T
Tranzact source:
M=Pa W20 ~ Orily Gerneric x<ml Provider
Positive Lists:
=[] PasitiveList
10.10.11.26
127.0.01
Ready I:L_"g Server: Needs restart
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e

Multiple connections (or channels) can listen for multiple ports simultaneously, and users can
specify which Transact source the data should be stored in. Using the concept of positive lists, it is
possible to control which network components (specified by IP address) are allowed to send data to
the database. In later versions, support for specifying sub-domains, so that any network
component within a local subnet can be granted access, will be added.
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Alert Sample

To see how the alert API can be used, refer to the sample located in the samples folder.

Note that the sample is a C#-based .NET program. COM interfaces are added to the API and can
just as well be used through native C++.
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Appendix A
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Appendix B
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